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	1. INTRODUCTION

	The protection of your privacy including your personal data is of great importance to the European Union and to the CSDP European Union Rule of Law Mission in Kosovo (hereafter “Eulex Kosovo ”) When processing personal data we reflect the provisions of the charter on Fundamental Rights of the European Union, and in particular its Article 8. This privacy statement describes how Eulex Kosovo processes your personal data for the purpose it has been collected and what rights you have as a data subject. 
Your personal data is processed in accordance with the principles and provisions laid down in the pertinent legislation on data protection, including the Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing regulation (EC) no 45/2001 and decision no 1247/2002/EC as of 11 December 2018, aligned with the provisions of the general data protection regulation (EU) 2016/679 and in accordance with the CivOpsCdr instruction 12-2018 and with the Eulex Kosovo Standard Operating Procedure(SOP) on the protection of personal data .

The Mission aims at implementing data protection fully in line with the standards set out in the new legal framework using flexible privacy friendly tools with appropriate safeguards. All data of a personal nature - namely data that can identify you directly or indirectly - will be handled fairly and lawfully with the necessary care.

 

	2. PURPOSE OF THE PROCESSING OPERATION

	The Public Information Office (PPIO) of EULEX Kosovo processes data received from press reporters, other media sources, open source material, as well as from private citizens, regarding a wide range of topics. EULEX Kosovo may thus use your information for the following purposes:

A. Allow EULEX Kosovo to perform tasks in the public interest and /or for its official functions which tasks or functions have a clear basis in law. 
· To contact you to provide you with information about the work of EULEX Kosovo;
· To contact you about media opportunities regarding the work of EULEX Kosovo; 

· To contact you to provide you with information about the perspective and opinion of the work of EULEX Kosovo on a media issue or topic of interest which may be of interest to you;
· To contact you with corrections and legal redactions or rebuttals to a news story produced by yourselves or your media publication

· To administer relationships with you as a member of the press and provide you with information that you require to continue that relationship.

· To administer your attendance at an event to ensure that your requirements are accommodated so that you can fully participate in the event.

· To contact you regarding topics which may be of interest to you, provided you have given us consent to do so or you have previously requested a product or service from us and the communication is relevant or related to that prior request and made within any timeframes established by applicable laws.
· To respond to your queries or comments

· To send you information that you have requested

· To suggest a news story for you to cover, which we think may be of interest to you
· To participate in a EULEX-organized training course

· To facilitate your access to the Mission’s premises

B. Allow the processing of data during information visits and/or specific events organised by the PPIO taking place at any of the EULEX Kosovo premises or venues outside. We collect data from you or your organisation or institution through our registration process and at our events. This may include ( but not limited to)
· Personal Information collected through online registration
· Personal Information collected during a visit and /or event
· Personal information collected via e-mail, sms, messages in various apps such as Viber, WhatsApp, Signal etc, social media messages or phone conversations.


	3. DATA PROCESSED

	The data, including personal data, which may be processed for the purposes described may be the following: 
· Your name, email, the publication or broadcaster you work for, your professional contact details,  telephone number/s and notes on your field of journalistic interest;
· Demographic information such as postcode

· Social media handles on Facebook, Twitter, YouTube, Instagram, and LinkedIn Photos, Videos and Audio recordings for broadcast purposes only.
· If you are a member of the media, the PPIO team collects personal data directly from you when you contact us with a question or to discuss a story; from publicly available third-party sources, such as your publication’s website, or any public profiles that you maintain for professional purposes; and from our external media database supplier;
· In the event that you conduct a visit to any premises of EULEX Kosovo in connection with an event organised by the Mission or participate in an event organised, conducted or hosted externally by EULEX Kosovo, the Mission might also collect your ID number or passport number and/or your date of birth.
When you post on a discussion board or comment publicly on an article on one of the media outlets/intranet on which EULEX Kosovo has a presence, the personal data you post, including your username and other information about yourself, are publicly accessible. This personal data can be viewed online and collected by other people. EULEX Kosovo are not responsible for the way these other people use this personal data. When contributing to a discussion, we strongly recommend you avoid sharing any personal details, including information that can be used to identify you directly such as your name, age, address and name of employer. We are not responsible for the privacy of any identifiable information that you post on the media outlets /intranet on which EULEX Kosovo has a presence

	4. CONTROLLER OF THE PROCESSING OPERATION

	The Controller determining the purpose and the means of the processing activity is the CSDP Mission - EULEX Kosovo. The EULEX Kosovo section responsible for managing the personal data processing is the PPIO under the supervision of the Head of Mission or the Deputy acting on his/her behalf.



	5. RECIPIENTS OF THE DATA

	The recipients of your data may be
· The Head of Mission or his Deputy

· Mission staff from the Office of the Head of Mission

· Mission staff of the  PPIO Unit

· Mission Staff from the Mission Security and Duty of Care Department 
· Mission staff from the Legal Section

The given information will not be communicated to third parties, except where necessary for the purposes outlined above and not without consent from data subject.


	6. PROVISION, ACCESS AND RECTIFICATION OF THE DATA

	You have the right to access your personal data and the right to correct any inaccurate or incomplete personal data, as well as to request the removal of your personal data, if collected unlawfully, which will be implemented within one month after your request if deemed legitimate. If you have any enquiries concerning the processing of your personal data, you may address them to the functional mailbox: info@eulex-kosovo.eu  
 

	7. LEGAL BASIS for the processing operation 

	Legal basis in addition to the abovementioned data protection legislation:
· Council Joint Action 2008/124/CFSP, dated 04 February 2008 together with subsequent Council Joint Actions and Decisions amending and extending Joint Action 2008/124/CFSP, the latest being Council Decision (CFSP) 2021/904
· Revised Operational Plan (EEAS(2021/540 dated 18/05/2021)
· Civilian  Operations Commander Instruction 12/2018 on the SOP on Personal Data Protection
· EULEX Kosovo SOP on on Communication, EULEX Correspondence, Internal Memoranda and Use of Email
       Personal data is processed for executing the Mission mandate. 



	8. TIME LIMIT FOR STORING DATA

	Retention of data: 

We will retain your information for as long as there is an ongoing legitimate need to do so, or until it becomes inaccurate.

In the case of a security incident/criminal investigation any concerned data is under specific legislation (i.e Kosovo or EU or EU Member State).  

Security of data: 

Appropriate organisational and technical security measures will be ensured according to the relevant data protection rules and procedures

· to prevent any unauthorised person from gaining access to computer systems; any unauthorised reading, copying, alteration or removal of storage media; any unauthorised memory inputs; any unauthorised disclosure, alteration or erasure of stored personal data; unauthorised persons from using data-processing systems by means of data transmission facilities;

· to ensure that authorised users of a data-processing system can access no personal data other than those to which their access right refers; the possibility to check logs; and that personal data being processed on behalf of third parties can be processed only on instruction of the controller; furthermore that, during communication or transport of personal data, the data cannot be read, copied or erased without authorisation;

· to record which personal data have been communicated, at what times and to whom.

Outline of Security Measures 

Electronic Files: The collected personal data are stored on the servers that abide by the pertinent security rules. Personal data will be processed by assigned staff members. Files will have authorised access. Measures are provided to prevent non-responsible entities from accessing data. General access to all collected personal data and all related information is only possible to the recipients with a UserID / Password.
Physical Files: When not in use, physical copies of the collected personal data will be stored in a properly secured and locked storage container. 

	9. DATA PROTECTION CONTACT: MISSION DATA PROTECTION ADVISOR

	In case you have questions related to the protection of your personal data, you can also contact the Mission Data Protection Advisor (MDPA) – Legal Adviser - at the functional mailbox of the mission: MDPA@eulex-kosovo.eu
 

	10. RECOURSE

	You have at any time the right of recourse that you may send to the Head of the Mission within EULEX Kosovo, with the MDPA (Legal Adviser) in copy.
 


